Digital watermarking—

A tutorial
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igital watermarking is a
technique in which secret
information is embedded
inside a host signal, which
may be an audio, video, or
image signal. Watermarking is also
defined as a branch of information
hiding that is used to hide proprie-
tary information in digital media.
Digital watermarking may be used
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for authentication, integrity, or infor-
mation security. In this article, we
present a comprehensive survey on
watermarking techniques based on
their characteristics and applica-
tions, including visible, invisible,
robust, fragile, and semifragile
watermarking methods. The param-
eters that are used for the analysis of
watermarking algorithms are peak
signal-to-noise ratio (PSNR), mean
square error (MSE), embedding capac-
ity, bit rate, and bit error rate (BER).

Basic types of watermarks

In the past few years, a tremendous
growth in digital data transmission
has been achieved. Most of the
information that is transmitted is
copyright protected and secured
with passwords. However, due to a
lack of security, the transmitted
data can be easily hacked and
duplicated by unauthorized users.
There are three different methods
for the protection of our data:
watermarking, steganography, and
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Digital watermarking may he used for
authentication, integrity, or information security.

cryptography. Watermarking is a
technique in which we embed infor-
mation into the original signal. In
cryptography, the original informa-
tion is changed into another form.
Steganography hides the existence
of data in the cover medium.

The basic types of watermarking
techniques are
B reversible and irreversible
B visible and invisible
B fragile and robust.

In reversible watermarking, the
original information can be completely
recovered after the extraction of the
secret message, but, in the irrevers-
ible technique, it cannot be complete-
ly recovered. A digital watermark is
called imperceptible (invisible) if the
original and marked signals are per-
ceptually indistinguishable. Howev-
er, if the marked signal is noticeable,
then it is perceptible (visible) water-
marking. In fragile watermarking,
the secret information is not exactly
detected after a slight modification of
the original signal. Semifragile wa-
termarking resists transformations
but fails detection. A digital water-
mark is called robust if it resists the
class of transformations, such as fil-
tering, cropping, and so on.

The basic properties of digital wa-
termarking include the following:

B The watermark should be highly
invisible for secured communication.
B It should be statistically invisible
so it cannot be detected or erased.

Original
Signal

Watermark
Embedding
System

B The extraction of the data should
be simple and accurate.

B Information should be robust to
filtering, additive noise, compres-
sion, and other forms of image
manipulation.

Watermarking principles

A watermarking system has two
basic phases: embedding and
extraction. In the embedding phase,
an algorithm is developed by the
sender to accept the host signal
(original signal) and secret informa-
tion (watermark signal), and it also
hides the secret data in the host sig-
nal to produce a watermarked sig-
nal. Then, the watermarked signal
(the original plus secret data) is
received by a wired or wireless sys-
tem. When the watermarked signal
reaches the exact receiver, then the
receiver enters into the extraction
phase for the detection of the secret
data from the watermarked signal.
A general watermarking system is
shown in Fig. 1.

Instead, if the watermarked sig-
nal is received or hacked by an un-
authorized user, the secret infor-
mation should not be visible to the
unauthorized entity. This will be a
perfect watermarking system for in-
formation security.

Requirements of watermarking
The major requirements of digital
watermarking are transparency,

Watermarked
Signal

Secret Information

FIG1 A general watermarking system.

robustness, and payload capacity

(data capacity).

B Transparency: The secret infor-
mation added in the original
information should not degrade
the original information. If distor-
tions occurs in the image, then a
hacker can easily identify that
there is some information and
can easily hack the secret data.
This also reduces the commercial
value of the image.

B Robustness: This is the most
important requirement of a
watermark. There are various
attacks that can degrade the
data, including cropping, com-
pression, scaling, and so on.
Therefore, the watermark should
be invariant to these attacks.

B Payload capacity: The amount of
secret information that can be
hidden in an image is known as
the payload capacity. This should
be the maximum possible for the
host signal with an assurance of
the proper retrieval of the water-
mark (secret data) during the
extraction process.

In watermarking algorithms, these

are the three important factors, and

they have tradeoffs with each other.

Watermarking domains

The watermarking techniques can
be implemented in two different
domains: spatial and frequency. In
spatial domain methods, the water-
mark data are directly embedded
into the pixels of the original image.
The original pixel values are direct-
ly changed to produce the water-
marked pixel. The basic spatial

Watermark
Extraction
System

Secret Information Extracted
From the Watermarked Signal
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domain technique is the least sig-
nificant bit (LSB) embedding meth-
od. A general spatial domain water-
marking method is shown in Fig. 2.

The transform domain method is
used to produce a high-quality water-
marked image by first transforming
the original image into the frequency
domain by using image transforma-
tions. Some of the image transforms
are the discrete Fourier (DFT), dis-
crete cosine (DCT), and discrete wave-
let transform (DWT) approaches. By
using these, the watermarks are not
added to the intensities of the image
but to the values of its transform coeffi-
cient in the embedding phase. A gen-
eral transform domain watermark-
ing method is shown in Fig. 3. Then,
by taking the inverse transformation
for the watermarked coefficients, the
secret data can be extracted from
the watermarked image.

Spatial domain watermarking
techniques

Some of the spatial domain tech-
niques are the

additive watermarking approach
LSB coding method
patchwork-based technique
correlation-based technique
spread spectrum-based technique
histogram-based technique.

Additive watermarking

This is the most simple and straight-
forward method of spatial domain
watermarking. Here, the secret data
may be a digital data (ones and zeros)
or integer values. To ensure the
watermark, a secret key is generated
between the sender and receiver.
The simple example shown in Fig. 4
describes the additive watermarking
process. Consider that the image
matrix shown is to be embedded with
a secret message of the sequence
@2, 1,0, -2, 1, -1, 2, 0, 1). The secret
values are just added or subtracted
with the input matrix. This method is
very simple, and a high distortion
occurs in the original image if the
secret sequence has larger values.

LSB coding method
This was one of the earliest tech-
niques used for the watermarking

The major requirements of digital watermarking are
transparency, robustness, and payload capacity

process. Each pixel value in a gray-
scale image can be represent by 8 b.
In this approach, the LSBs of the
image pixel values are replaced with
the secret data sequence. This meth-
od can embed only the digital data
(ones and zeros), as shown in Fig. 5.
The change in the LSB will have a
drastic effect on the gray level. In

Embedding Process

(data capacity).

LSB coding, the secret data can be
exactly retrieved, but the robustness
of the watermark is very low.

Patchwork-based technique

This is another simple spatial
domain technique that is used to
implement the secret message in an
invisible manner. This is a statistical

Input Image

Secret Data

Watermarked Image

FIG2 The general spatial domain watermarking method.
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FIG3 The general transform domain watermarking method.
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FIG4 Additive watermarking.
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FIG5 The LSB embedding model.

Authorized licensed use limited to: UNIVERSITY OF NEVADA RENO. Downloaded on November 11,2025| EEB: 4t CPENTI AV'S |EEE Xploye.|yRegtictipnd apply. 45



The relation between the DCT and DFT is that the
DCT uses the real parts of the DFT coefficients.

method in which the watermark is
embedded by changing the distri-
bution of some image pixel pairs.
Here, the image pixels are ran-
domly selected and divided into
two patches (pairs); the watermark
is embedded in one patch by increas-
ing the brightness and in the other
by decreasing the brightness (pixel
values). The difference between the
two pixels is calculated. If the ran-
domly chosen pixel pair has a dif-
ference greater than the thresh-
old, then a bit is embedded; other-
wise, another pair is chosen. Here,
the detection process is done by
the linear correlation method by
correlating the image with an
image pattern consisting of one
and -1 values.

Correlation-based technique

In this method, the watermark image
W(x, y) pixels are directly added with
the original cover image I(x, y) by mul-
tiplying it with a gain factor (g). The
watermarked image I.(x,y) can be
represent as

L(xy)=I(x,y)+g W(x,y)

Here, the robustness of the image
can be strengthened by increasing
the gain value, but the watermark
will be more perceptible, which leads
to a decrease in the quality of the
watermarked image.

Spread spectrum-based technique

In spread spectrum communication,
narrow-band signals are transmitted
over a wide bandwidth, so the amount
of energy of any signal is very low for a
wide range of frequencies. Similarly, in
spread spectrum watermarking, the
watermark signals with low energy lev-
els are spread over the range of fre-
quencies. The location of the water-
mark cannot be easily identified. The
frequency regions should be selected in
such a way that the watermark does
degrade the original image quality. In
this method, the watermark is insert-
edin the cover signal, as given by

Viw=V:+aW,; where V; is the input;
W, is the watermark signal; V,, is
the watermarked signal; and « is the
scaling factor, which defines the level
of watermark that can be added with
the input.

Histogram-based techniques

A histogram is the graphical repre-
sentation of an image; i.e., the dis-
tribution of the gray-scale values of
the pixels is plotted (the gray-scale
values versus number of pixels). In
this method, a histogram of the
cover image is plotted. Depending
upon the watermarking algorithm,
the histogram (pixel values) of the
cover image is varied for the purpose
of inserting the watermark into the
cover image. The basic histogram-
based watermarking technique
performs the histogram-shifting
(creating an empty space in select-
ed pixels) operation. In the shifted
areas of the histogram, the water-
mark values are embedded.

Transform domain

watermarking techniques

Some of the transform domain tech-
niques are based on the

B DFT

DCT

DWT

Karhunen-Loeve transform
singular value decomposition
(SVD)

B radon transform.

DFT-based technique

The Fourier transform is a complex-val-
ued transformation in which an image
is represented with magnitude and
phase values. Here, the magnitude
values of the transformation contain
only a little information about the
image, but the phase coefficients con-
tain all of the important information
about it. In communications, phase
modulation is highly noise resistive
when compared to amplitude modula-
tion. Therefore, if the watermark is
added with the phase coefficients,
the quality of the cover image is

decreased, but the robustness of the
watermark is high. When the water-
mark is embedded by modifying the
magnitude coefficients, it will be less
robust and may be affected by image
compression methods.

DCT-based technique

The relation between the DCT and
DFT is that the DCT uses the real
parts of the DFT coefficients. The
important information about the
image is stores in the low-frequen-
cy components. The DCT divides
the image components into the dif-
ferent frequency bands. The water-
mark can be embedded in the low-
to middle-frequency bands of the
DCT, which carries the informa-
tion about the image. Watermark-
ing using the DCT can be classi-
fied as global DCT (the whole
image is considered) and block-
based DCT watermarking (the
image is separated into blocks).

DWT-based technique

This transform is based on finite dura-
tion signals called wavelets. In wavelet
transform, the image is decomposed in
three spatial directions, such as hori-
zontal, vertical, and diagonal. The
wavelet transform uses scaling func-
tions related to a low-pass filter and a
wavelet function associated with a high-
pass filter. The input image is decom-
posed into four different subbands:
the low-low (LL), high-low (HL) (hori-
zontal), low-high (LH) (vertical), and
high-high (HH) (diagonal) pass sub-
bands. The LL subband has the DWT
coefficients of larger magnitude,
which are the most significant. The
watermark can be added in any one of
the subbands. The DWT has an
advantage when compared with the
other transforms; i.e., it provides the
frequency spread of the watermark
and spatial localization.

SVD technique

In this approach, the transformed
images are represented in terms of
linear algebraic methods instead of
normal frequency domains. SVD-
based watermarking algorithms have
high robustness over various attacks.
The SVD of image matrix I(x,y) can
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be represented as I=U-S-V", where
U and V are orthogonal column
matrices, and S is a diagonal matrix
that contains nonnegative values and
has a size equal to the input image.
The singular values correspond to
the brightness of the image. In this
method, the image is applied to have

an SVD transformation. The water-
mark W is multiplied with the scal-
ing factor a and added with the
diagonal S matrix; i.e.,, D=S+a W.
D matrix is applied for the transfor-
mation with SVD again, such as
D=Uw Sw-Vw. The watermarked
image is calculated as Iy =U-Sw-V".

Parameters of calculation

The parameters that are used for an
analysis of the watermarking algo-
rithms are the PSNR, MSE, embed-
ding capacity, bit rate, and BER.
The squared difference between the
original and watermarked images is
known as the MSE

TABLE 1. A comparison of various watermarking methods.

TYPES  CLASSIFICATIONS

BASIC CONCEPTS

ADVANTAGES

DISADVANTAGES

Spatial domain watermarking

Frequency domain watermarking

Additive water- The secret data (integers) are di-

marking rectly added into the pixels.
LSB coding The LSB bit of each pixel is modified
method based on the secret data (one or
Zero).
Patchwork- Image pixels are classified into two
based groups (patches). Then, one part
technique of the secret data is added in one
patch, and the other part is sub-
tracted in another patch.
Correlation- The secret data are multiplied with
based a gain factor; then, they are added
technique directly to the image pixels
Spread The watermark signal is spread over

spectrum-based a wide range of frequencies. Then, it

technique is added with host image regions of
the same frequencies.
Histogram- A histogram of the cover image is
based varied (creating space) for the pur-
techniques pose of inserting a watermark signal
into the image.
DFT-based The Fourier transform output can
technique be represented by combining the
magnitude and phase values. The
watermark signal can be added
in either the magnitude or phase
components.
DCT-based The output of the DCT can be divided
technique into frequency bands (low, middle, and
high). The watermark can be added in
the low- or middle-frequency bands.
DWT-based In the DWT approach, the image is
technique decomposed into four subbands:
LL, LH, HL, and HH. The significant
values for the image reconstruction
are stored in the LL band. Therefore,
the watermark can be added in the
other three subbands.
SVD-based SVD transformation represents the
technique images in terms of linear algebraic

forms. The secret data are multiplied
with a scaling factor and added to
the SVD equations.

Simple method

Implementation is simple.

Due to the random selection of
patches, the security level of
the data is increased.

The gain factor decides the
robustness of watermark.

High embedding capacity
Identification of the watermark
is difficult.

High embedding capacity
Highly robust

High payload capacity

The robustness will be high
if the watermark is added
in the phase components.

Increased payload capacity
Highly imperceptible

Carries high payload
Highly robust

High payload capacity
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Low payload capacity
Low robustness

Low payload capacity
Secret data can be easily
hacked.

The watermark can be identi-
fied if the patches

are known.

Low robustness

If the robustness increases,
the perceptibility also
increases.

Low robustness
The quality of the reconstruct-
ed image decreases.

High perceptibility
The quality of the recon-
structed image decreases.

High perceptibility
Easily affected by compres-
sion methods

Low robustness

Perceptibility is high.

SVD has low energy
compaction.
Low robustness
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We have tried to give complete basic information
about digital watermarking, which will help
new researchers to get the maximum

knowledge in this domain.

1

i=1

where x(i, j) is the original image,
and w(i, j) is the watermarked image.
The PSNR can be calculated as

PSNR:1010g10<1%/I5—S5é)(dB).

The embedding capacity of an
image can be defined as the total
number of secret message bits that
can be added into an image with-
out the degradation of its original
quality. The bit rate of an image can
be defined as the ratio of the num-
ber of bits added in an image to the
number of bits present in the image

embedding capacity

bitrate = total number of pixels

The BER for a watermarking sys-
tem can be defined as the ratio of
the number of bits correctly retrieved

by the receiver to the number of bits
transmitted. Table 1 shows a com-
parison of various watermarking
methods with their advantages and
disadvantages.

Conclusion

In this article, we have presented vari-
ous aspects of digital watermarking,
including the principles, requirements,
various domains with basic algo-
rithms, and comparison parameters.
Also, we have tried to give complete
basic information about digital
watermarking, which will help new
researchers to get the maximum
knowledge in this domain.
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